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Abstract—Copy-move Forgery is an image infecting 

technique which is made easier by the emergence of 

powerful image editing tools. Many block-wise 

division methods have been using to detect such 

forgeries. Due to huge time consumption and other 

related overheads, many researches are going on to 

find out more efficient methods for its detection.In 

order to recognize the copy-move forgery in an 

image, in this paper, a scheme is used which is 

primarily based on Segmentation of test image. It is 

possible to identify Copy-move forgery in a 

distributed environment but as the centralized 

system is having some benefits of less administrative 

overhead (i.e. the software and hardware 

requirements is fewer) we propose a scheme to detect 

CMF in a centralized environment. Digital 

watermarking based on DWT is used in this 

proposed scheme for the secure transmission of 

images over a centralized system. 

IndexTerms—copy-move forgery, centralized 

environment,segmentation. 

I. INTRODUCTION

The usage of sophisticated image editing 

software recently has made the manipulation of 

images easier. The abusive usage of such manipulated 

images may cause serious problems in many fields 

like digital forensics, scientific publications etc. An 

image fudging technique in which some regions of 

original image is duplicated and pasted on another 

region of that image itself is Copy move forgery 

(CMF). Concealing important objects within an image

is what is performing by forgers using copy-move 

technique. CMF Detection is a digital forensic 

technique to identify forgeries in image produced 

through different methods like cloning. An example of 

CMF is shown in Fig 1. 

Digital watermarking is one of the best solutions 

to solve the problem of third party intrusion on our 

data. It ensures data security. Digital watermarking 

proceeds in three steps: Embedding, Distribution and 

Extraction. It is a steganographic technique.The 

method of transferring information through original 

images without exhibiting its existence is called 

Steganography. ‘Covered writing’ is the meaning of 

the Greek word from which the term Steganography is 

coined. The difference between cryptography and 

steganography is that the information are visible 

during transmission in the former technique and is 

hidden in later technique. Cryptography is about 

protecting the content of messages, steganography is 

about concealing its very existence.Two main classes 

of CMFD algorithms are block-wise division based 

method and keypoint extraction based method.In 

block-wise division method, the image is segmented 

into blocks, which are overlapping and is checked for 

CMF.In [1] such a scheme is proposed which is based 

on DCT. In [2]-[7] various other methods like PCA, 

DWT etc were tested for obtaining detailed descriptor 

of blocks. The demerit of this class of CMFD 

algorithm is that it consumes more time when the 

block number is large. In some implemented methods 

the cloned regions are focused without obtaining the 

transform relationship of various blocks. 

For keypoint extraction SIFT [8] and SURF [9] 

are used commonly. The stability of SIFT [10] 

descriptors makes it eligible for post image processing 

like rotation, scaling, compression etc.  
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(A) Actual Image (B) Forged image 

Fig. 1: Copy-move Forgery 

We are proposing a system based on watermarking 

of forgery detected area into region of non-interest 

(RONI) of the same image. The location of copy-move 

forgery in the image is our region of interest (ROI). 

The signature of ROI is generated using hash 

algorithms and are embedded in the image before 

transmission. The copy move forgery in an image is 

detected by means of a method that employs image 

segmentation [17]. During the second step an affine 

transformation of the segmented test image estimated 

for the keypoint extraction. During the final stage of 

CMFD the transformation matrix is iteratively refined 

based on an estimation maximization algorithm. The 

region thus detected is our region of interest which is 

to be securely transmitted. At the destination the 

recomputed signature is compared with embedded 

signature to verify the integrity of the images. 

II. RELATEDWORKS

The notion of hiding or highlighting some objects in 

an image is classically the incitement of copy-move 

forgery. In [2], the author proposed an algorithm to 

detect the duplication of objects in an image. 

Comparing with other existing algorithms this 

algorithm is having the least computational complexity 

and also it is robust against many image manipulations 

and attacks. The usage of advanced computer graphics 

technologies resulted in reduced robustness of this 
algorithm. 

The scheme proposed here works well 

irrespective of the size of the image unlike the scheme 

in [10]. A faster method for detecting CMF is 

proposed in [11] but the automatic detection of 

manipulated region and its contour is not possible 

here. 

In literature, for the verification of integrity of 

images, many strategies including image signatures 

[12], [13], blind forensics methods [14], watermarking 

[15] were proposed. These methods individually 

failed to provide different levels of integrity 

(modification detection, modification location, 

forensics analysis) simultaneously. 

A.C Popescu et al. in [19], proposed a technique 

which applies principal component analysis (PCA) to 

blocks of images having fixed size to obtain a simpler 

dimension transformation. Lexicographical sorting is 

then used to detect the duplicated regions. This 

method has the ability of capturing discriminating 

features. It also detects the forgery even when the 

interrupting noise is present. But while working with 

low quality JPEG images, the accuracy is 

comparatively less. The detection rate is also not 

perfect in case of small sized images. 

S Bayram proposed a robust method for CMF 

detection in [3]. In this method, Fourier Mellin 

Transform (FMT) is used for the feature extraction. A 

comparison of two detection schemes, lexicographical 

sorting and counting bloom filters has been performed 

in this paper. The transformation method used here 

enables the detection of forgeries even if the 

manipulated image is at JPEG quality factor 20. 

Rotations of about 10° can be detected unlike DCT 

coefficient method. The comparison results in the 

conclusion that for less compressed images counting 

bloom method requires least computational time 

otherwise lexicographic method is preferable. 

Above mentioned methods are all block base image 

forgery detection schemes in which feature extraction is 

performed by subdividing the image into blocks and 

estimates the feature vector for each block. Then the 

feature vector is sorted and finds the similar vectors to 

identify the similar blocks. 

Keypoint based methods in contrast to block based 

method computes feature vectors of those regions of 

higher entropy. Unlike lexicographic sorting, here 

Best_Bin_first search method is used. This sorting 

method is derived from K-d tree algorithm. This 



IJIEE-2016-110-5432  P a g e  | 20 

IJIIE-International Journal of Innovations & Implementations in Engineering 

 (ISSN 2454- 3489) 2016 January  Edition Volume 1 

algorithm is used to estimate the nearest neighbours. 

Using this algorithm, better results could be obtained 

but with the compromise on higher memory 
requirement. 

In [10], the author proposed a method which uses 

the advantage of similar texture characteristics. The 

distinctive features of images are extracted by the SIFT 

algorithm. Keypoints are extracted by identifying their 

nearest neighbors having minimal Euclidian distance 

for descriptor vector. This method shows good 

performance on variety of post image processing. But it 

has least robustness against low SNR and smaller 
manipulated images. 

Watermarking, a fruitful tool for ensuring image 

integrity and authenticity. In [16] an image hashing 

algorithm is proposed by Tagliasacchi et al. in which 

compressive sensing principle is used. It requires 

estimation of sparse rate of tampering. The hash code 

generated is small even then it fails to identify content 

preserving manipulations and modifications like JPEG 
compression. 

A Wakatani proposed a digital watermarking of ROI 

by using compressed signatures in [20]. This method 

divides the contour of ROI into different regions and 

signature information is embedded in it. This 

watermarking scheme is used for images having ROI 

compressed by loseless compression techniques and 

signature image compressed by lossy compression 

techniques. 

In [21], the author proposed two watermarking 

schemes. One of which divides the image into blocks of 

same size which are not overlapping. The mean pixel 

value of each block is used as the recovery feature 

which is encoded by a symmetric key cryptosystem. 

The other scheme separates the image into two regions: 

ROI and RONI. Here all the pixel values of ROI is used 

as the recovery feature. 

This paper proposes a method of detecting 

copy-move forgery in images and embedding the 

details of tampered region into the insignificant regions 

of the same image for its secure transmission. The main 

goal of proposing this scheme is to ensure integrity of 

digital images which are to be transmitted over a 
network in a centralized forensics system. 

III. METHODOLOGY

A. Segmentation of image

Image segmentation refers to partitioning of 

images into set of pixels aiming at locating objects and 

boundaries. Some of the commonly used segmentation 

methods are clustering based methods, compression 

based methods, edge detection methods, graph based 

methods etc.A superpixel algorithm [22] namely 

SLIC(simple linear iterative clustering) is based on K-

means clustering. When compared to many other 

existing segmentation methods, SLIC is faster, flexible 

and memory efficient. Many graph based segmentation 

algorithms are very expensive as the number of node 

increases. SLIC outshines many existing segmentation 

techniques. 

Images are segmented into not less than 100 

patches so that no patch is having both copied region 

and pasted target.VlFeat software [23] is used here for 

segmentation of images. vl_slic function with 

parameters regulizer and regionsize in the software, 

which implements SLIC algorithm[22] is of lower 

complexity.An example of segmented image using 

vl_slic is shown in figure 2. 

Fig. 2. Segmented image 

B. Extraction of keypoints 

As the number of keypoints increases, the 

performance also increases. SIFT descriptors are used 

by the software to detect the keypoints. These 

descriptors have strong matching ability. They are 

mainly used for describing local features in images. 

vlFeat [23] software is used here to identify and 

extract keypoints. An example of keypoint extraction 

of an image is shown in figure 3. 
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Fig. 3. Keypoint Extraction 

 Two main advantages of SIFT are its accuracy 

and its availability in the open CV library. The 

keypoints are identified by finding the nearest 

neighbors with minimum Euclidean distance for the 

descriptor vector.  

Input image 

Protected image 

Fig 4.Block diagram for CMFD detection and watermarking 

C. Matching and transformation estimation

The keypoints extracted are compared to 

separate the similar keypoints. For each keypoint its k 

nearest neighbors are compared. If the similarity 

between those points is greater than 0.7, then they are 

suspicious pair of keypoints. If more than 75% of 

matched pair of keypoints is in another patch, they 

are more prone to be affected by image manipulation. 

K-d tree is constructed using vlFeat software for 

reducing the complexity of this step. 

Relationship between the suspicious pair of 

patches is estimated by developing their 

corresponding transform matrix. 

Fig. 5. Matched Keypoints 

D. Re-estimation of transformation

More accurate approximation is performed 

during this second stage of keypoint extraction and 

transformation estimation. A newly confined 

transformation matrix is estimated using the more 

closely related pixel pairs. In each segmented region 

there is a CMF region and its background. An 

expectation Maximization algorithm is used to 
distinguish these two kinds of pixels.  

Image segmentation  

Feature extraction 

Matching  

Estimation of transformation 

Obtaining keypoints 

Generation of new transformation matrix 

Forgery detected image 

Embedding  

Hash code generation 
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Fig. 6. Matching after Re-Estimation

E. Hashing 

The transformation of a strings into a fixed-length 

key that represents the original string is called 

hashing. It is used to link digital image of various size 

to digital information of fixed size. Hash codes are the 
output of this stage. 

The MD5 hashing algorithm is most widely used 

hash function which produces a 128-bit (16-byte) 

hash code, generally expressed in 32 digit 
hexadecimal number.

F. Embedding 

The detected CMF region is embedded in the 

infected image itself. The infected area of the input 

image is our ROI, the hash code of which is generated 

in the above stage, is watermarked in the non-infected 

region or the RONI for secure transmission. 

IV. EXPERIMENTAL RESULTS 

Forthe evaluation of the proposed CMFD 

scheme, the database, MICC-F600 (introduced by 

Amerini et al [24].) is used. It consists of images from 

two different databases. There are 440 original images 

together with 160 tampered images within this 
database. 

As the main focus of this scheme of forgery 

detection is segmentation, more accurate method is 

used for it. VlFeat software [23] is used here for 
segmentation of images. 

Quick shift image segmentation algorithm [25] is 

implemented through vl_quickseg function in vlFeat.

vl-quickseg requires two parameters, ratio and kernel 

size. The image should be segmented into 

semantically independent patches in such a way to 

avoid the existence of CMF within one patch. As the 

number of patches increases, this probability of 

inclusion of tampered regions in one patch decreases. 

For segmenting the image into more than 100 patches, 

the parameters should be 0.7 and 1. 

TABLE I 

vlFeat Functions for Segmentation 

vlFeat functions Parameters 

Vl_quickseg Ratio & Kernel 
size 

Vl_slic Regulizer & 

Regionsize 

SLIC algorithm [22] is another 

segmentation algorithm which is faster and 

robust. vlFeat has a function vl_slic which 

implements this algorithm. An 800x600 image 

can be segmented in 12 seconds by means of this 

algorithm. The two parameters of vl_slic 

function are regulizer and regionsize. 0.8 is the 

value given as regulizer for all images. The 

regionsize increases as the size of the image 
increases. 

The segmented images with different 

regionsize is shown in figure 7 

  Regionsize=20          Regionsize=50 

Fig. 7. Segmented images with different 
regionsize 
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The use of SIFT descriptors for identifying 

keypoints shows better performance on different kinds 

of post image processing (rotation, scaling etc.). This 

method is more robust to compound image 

processing. But the robustness limits against low SNR 
as well as small size forged regions. 

Inorder to remove the outliers, RANSAC [26] 

algorithm is used. The transformation matrix can be 

estimated robustly by this algorithm.  

Two region duplication detected using this 
scheme is shown in figure 8. 

figure 8. Two region duplication detected using this 

scheme 

V. CONCLUSION 

A system based on watermarking of forgery 

detected area into region of non-interest (RONI) of 

the same image is proposed in this paper. The 

signature of ROI is generated using hash algorithms 

and are embedded in the image before transmission. 

The copy move forgery in an image is detected by 

means of a method that employs image segmentation .

The duplicated region detected is the region of interest 

which is to be securely transmitted after embedding. 

At the destination the recomputed signature is 

compared with embedded signature. This ensures the 

integrity of the images transmitted over a network.
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